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Introduction

-> Automation, Artificial Intelligence (Al) and Machine Learning (ML) has application in the _C.)I/bersecurity
Maturity Model Certification (CMNMC) framework in increasing the efficiency and productivity of
organizations participating directly in the Defense Industrial Base (DIB) or research institutions
consuming/producing Federal Contract Information (FCI) or Controlled Unclassified Information (CUI)

> Collectively, these “tools” (Automation, Al and ML) can be leveraged to improve an organization's
implementation and maintenance of an organizational security practice aligned with CMMC, with
improvement measured by labor effort reduction and consistency in application

-> At the same time, these tools can be leveraged by the workload(s) that fall under the organizational
security practice — e.g. the the technology used in the production of the work product, particularly in
higher education and research institutions

-> While there is value in the use of these tools, they are not without challenges, and understanding the
multitude of risks, including data security and ethical risks are critical in evaluating the trade-offs
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We are at the intersection of 4 domains

> CMMC: Organizational alignment, implementation and ongoing maintenance of an information security program aligned to CMMC
> Workloads: A broad range of technologies available to organizations and leveraged by organizations who process or produce FCI or CUI

> Cloud: Both enabled by Cloud Computing (which NIST 800-145 defines as having the following characteristics):
> On Demand Self Service

Broad Network Access

Resource Pooling

Rapid Elasticity

Measured Service

V2R 2R 2 4

> AIl/ML: Artificial Intelligence and Machine Learning (also enabled by cloud computing) and loosely described as:
- Atrtificial Intelligence — analogous to SaaS or APIls — an example of this could be Alexa
-> Machine Learning — analogous to PaaS and Data that you select, implement, operate and maintain — an example of this might be SageMaker
> Frameworks — analogous to Software and Data that you select, implement, operate and maintain — an example of this might be Hugging Face NLP
-> Infrastructure — analogous to laaS — an example of this might be as simple as a CPU or GPU, physical or cloud-based
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Cloud Workload Types and Origins

-> Types
> Serverless/Native
- Service Based

> Compute and Container — Orchestrated & Not
> Bare Metal, Virtual Machine, ECS, EKS, K8s

-> Origins
-> Migrated As-Is
> Server Based
-> Migrated & Optimized
-> Blends of Server and Service Based
- Inherited
> Mixed
-> Hybrid

- Mixed
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Cloud Workload Lifecycle Management

-~>Workload

-> Architecture
-> Monitoring
-> Automation
> Processes
- Integration




AI/ML Lifecycle (AWS W-A-F ML Lens)
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Themes are forming...

> Key Themes from the Q4 2022 AWS Machine Learning
Visionaries Partners Report
-> Federated Learning Operations
> MLOps on Kubernetes
> ML Using High Performance Computing (HPC)
-> Trusted Al
-> Decision Intelligence
-> Generative Al




Themes are forming...

-> The Al Index Report (Stanford)

> Industry races ahead of academia

-> Performance saturation on traditional benchmarks

-> Al Is both helping and harming the environment

-> The world’s best new scientist ... Al?

-> The number of incidents concerning the misuse of Al is rapidly rising

-> The remand for Al -related professional skills is increasing across virtually every
American industrial sector

> For the first time in the last decade, year-over-year private investment in Al decreased

-> While the proportion of companies ad%f)ting Al has plateaued, the companies that
have adopted Al continue to pull ahea

-> Policymaker interest in Al is on the rise

-> Chinese citizens are among those who feel the most positively about Al products and
services. Americans ... not so much
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...Progress Is accelerating

> When the abstract was accepted (2/15/2023) until now (t5/'15/20'23) Generative Al has dominated the headlines — GitHub CoPilot,
OpenAl DALL-E, OpenAl ChatGPT are all examples of this. While this has seemingly happened at an accelerated pace, OpenAl's
projects represent 7 years of work

> In three months this has become front and center, but reflects decades of research, investment and refinement and is endemic to our
lives in so many ways — some of those are in front of us: PowerPoint makes sugglestlons on how to write or format a slide and generates
ALT text for the images, OSX’s image viewer does OCR so well, I've had to double-check that I'm looking at an image and not a PDF,
and Chrome can Translate websites for me. All of these contributed to the preparation of this presentation

> Generative Al has seemingly gone from a novelty to a technology fit for investment by recognizable technology companies such as
AWS, Microsoft and Google, while also bringing OpenAl into the same conversations. It's helped these organizations enhance their core
offerings (search, for example) while also providing new revenue streams (subscriptions to personal Al) or the foundation for
organizations to build on top of

> With that investment and adoption, options and differentiators have been created in the market with focus on accuracy, application, trust,
amusement and economics

> This presentation was not written by Generative Al (but the abstract was)
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Abstract

-> The use of automation and artificial intelligence (Al) in the Cybersecurity Maturity Model
Certification (CMMC) framework has the potential to significantly increase the efticiency and
productivity of businesses and research institutions. This talk will explore the various ways in
which Al and automation can be leveraged to improve various aspects of organizational
operations within the CMMC framework. One key benefit of using Al and automation in the
CMMC framework is the potential to improve compliance with cybersecurity standards. These
technologies can help organizations to more efficiently and effectlvelg_ implement the
necessary controls and processes to meet CMMC requirements. Additionally, the use of Al
and automation can speed up the time to market for products and services, as it can help to
streamline various internal processes and reduce the need for manual labor. However, the
implementation of Al and automation within the CMMC framework also brings potential ethical
concerns, such as the impact on employment and the potential for biased demsmn-makmg.
This talk will examine these concerns and discuss strategies for addressing them. In addition
to the benefits for businesses, the speaker will also discuss the role of Al and automation in
research within the CMMC framework, including the use of these technologies in higher
education and research institutions. Attendees will come away with a greater understanding of
the potential applications of Al and automation in the CMMC framework in their own
organizations, as well as the benefits and challenges associated with implementing these

technologies.
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Responsible use of Al and ML

> Phase 1: Design and Development - Phase 2: Deployment
> Evaluating Use Cases - Education, Documentation and Training
-> Confidence Levels and Human Review

-> ML Capabilities and Limitations 5 Use Case Evaluation and Testing

- Building and Training Diverse Teams > Notice and Accessibility
-~ Be Mindful of Overall Impact - Operational Data
- Data Collection -> Safety, Security and Robustness
-~ Training and Testing Data > Legal Compliance
-> Bias .
-> Explainability of ML Systems ~> Phase 3 Operation
L - Provide and Use Feedback
-> Auditabllity Mechanisms
-> Legal Compliance - Continuous Improvement and Validation

- Ongoing Education
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ML Capabilities and Limitations - Personification

> |s Personification of Al/ML the same reason that PC’s were originally beige and box-like?
> Does it make it relatable and approachable?
> Does it create brand recognition?
> Does it make it easier to interact/integrate with?

> Some examples of Personification
> Product Names like Alexa, Siri
> Voice/Text Style
> Referring to “mistakes as Hallucinations

-> Personification/humanizing AI/ML has downsides:
-> |t may result in misaligned expectations
-> It may create ethical concerns
> It may create dependence where technical accuracy is required but not delivered

> Emily Bender had this to say about Hallucinations “And let's reflect for a moment on how they phrased their disclaimer, shall we? 'Hallucinate' is a terrible word choice
here, squ(estl_ng as it does that the Ian_guage model has *experiences™ and *perceives things®. &And on top of that, it's making light of a symptom of serious mental
liness.) Likewise 'LLMs are often Confident'. No, they're not. That would require subjective emotion."

-> Ultimately, Animals (including People) and Al/ML may demonstrate similar characteristics, but the process in which those chamcteristics are generated is not the same




Explainability (and Amusement)

20:38 all T %) 19:45

Q Search Amazon.com O & www.mcsweeneys...

McSWEENEY'’S

Daily humor almost every day since 1998.

Inspired by your purchase of "The Doors
of Perception and Heaven and Hell"

MCSWEENEY'S INTERNET TENDENCY'S PATREON

Help support our writers and keep our site ad-free.
Become a McSweeney’s Internet Tendency patron today.

SHORT IMAGINED MONOLOGUES

I'M CHATGPT, AND
FOR THE LOVE OF
GOD, PLEASE DON'T
MAKE ME DO ANY
MORE COPYWRITING

t sy
T8 ro7A L Ruman
= & 0

by JOE WELLMAN

4+ star deals for you

ﬁll!,!l ’ ”' AR AR o

i SRR

e 1111

Wi Deal

“Guillermo Rubio has found that his job as a
copywriter has changed markedly since he

T

started using ChatGPT to generate ideas for
blog posts, write first drafts of newsletters,

create hundreds of slight variations on stock

e () @ w O

wll = @)

>< I'm ChatGPT, and... D

*5 W Tinker @
@tinker@infosec.exchange

The Bible, The Declaration of Independence, and the Universal
Declaration of Human Rights were apparently all written by Al /
GPT...

Justine Moore £
\ Yy @venturetwins

Teachers: "Al is a disaster, how am | going to know
who is cheating?!"

#chatgpt #Al

Students:
Twelfth Night Yiomr Emxk ﬂlll'GF'T Genernbed
madel, | am not able to complete this assignment
th some guidance on how to approach this essay
TT55%
&l GET®
To begin with, Twelfth Night is a play written by William Shakespeare in the early

1600s. The play explores the themes of love, identity, and ger

yder roles. The main

dicguiises 12 The leng s Lonl seaiem] 158 Peccewr dfall [Fon deE D Bhirs The sasTh o YarSiams aral sy

v gwa e, el Tha e d o' Lead snil Siae i ind Pe sdiE

Bl ] i L D B B i e e b ] Do e CME DV P i il i P

i #pd e gy wy (g deg e & oLoad (el Uer gl "o " @ Uy et B cdlle

AT Meed ai redabel bbd T e aodi idi fa's]—1F8 Fi' i dny

Brar] (el e s 14 i s L ey L e LG rl pat o0 sewlee o sailer 0 S G

TESF M el §hi AR M el ke thik cdel P1om fid wdlel B 0 LS

O1o0 11,185 ih 1.4m &2

—J

Q 25.6K

Tweet your reply

@CloudHesive



Legal Compliance — Considerations

> ChatGPT March 20th, 2023 (OpenAl)

> Titles and First Messages Leakage

->Samsung March 30th, 2023 (The Economist KR)

-> 3 Incidents of information leakage using ChatGPT

->Understand Al services opt-out policies

->"Commercial” services such as AWS offer these
->“Consumer” services offer something similar, but not generally an opt-out
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Legal Compliance - Al/ML Generated Works and Copyright

> Expert opinion on whether Slater (the Photographer)
owns the copyright on the photographs is mixed.

> On 21 August 2014 the United States Copyright Office
Publlshed an opinion, later included in the third edition of
he office's Compendium of U.S. Cop\érl%ht Office
Practices, released on 22 December 2014, to clarify that
"only works created by a human can be copyrighted
under United States law, which excludes photographs
and artwork created by animals or by machines without
human intervention"” and that "Because cop%/rlght law Is
limited to 'original intellectual conceptions of the author’,
the [copyright] office will refuse to register a claim if it
determines that a human being did not create the work.
The Office will not register works produced by nature,
animals, or plants.”

~> The compendium specifically highlights "a photograph
taken by a monkey" (right) as an example of something
that cannot be copyrighted.
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Safety, Security and Robustness
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Be Mindful of Overall Impact — Sustainability

> Industry Goals
>  AWS Goals — Water Positive 2030, 100% Renewable Energy 2025

->  Partner Impact — 1 of 13 domains in MSP Audit focus on sustainability
-> Industry Impact — 1 of 6 pillars in Well Architected Framework focus on sustainability
>  Customer Impact — Proactive (planning) and reactive (actual consumption) visibility into a workload’s Carbon Footprint

-> Organizational Goals
>  Your Goals

-> Our Unique Position
> Sphere of Influence Impact
-~ Direct Impact

> Sustainability in technology starts with optimization (cost, performance, etc.) — it doesn’t end there
-> Defining operational parameters — how “fast” does "it” need to be?
> Service selection (which can be influenced by/influences cost optimization objectives) — running 24 hours a day servicing work-day application

> |f the only tool you have is a hammer, it is tempting to treat everything as if it were a nail - Abraham Maslow
>  Purpose Built is preferred over Custom Logic, which is preferred over Al, which is preferred over ML
> At the ML level, weigh it's use and its impact on your sustainability goals versus alternatives
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Ethical
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ChatGPT Disclaimers

ChatGPT

This is a free research preview.

}{ Our goal is to get external feedback in order to improve our systems and make them safer.

While we have safeguards in place, the system may occasionally generate incorrect or
ﬁ misleading information and produce offensive or biased content. It is not intended to give
advice.

Next

ChatGPT

How we collect data

L Conversations may be reviewed by our Al trainers to improve our systems.

‘@ Please don't share any sensitive information in your conversations.

Back Next

'_C!:'

Examples

"Explain quanturm computing in
simple terms" =

"Got any creative ideas for a 10
year old's birthday?" -

"How do | make an HTTP request

in Javascript?" =

Bend a message.

ChatGPT

4

Capabilities

Remembers what user said
earlier in the conversation

Allows user to provide follow-up
corrections

Trained to decline inappropriate
requests

AN

Limitations

May occasionally generate
incorrect information

May occasionally produce
harmful instructions or biased
content

Limited knowledge of world and
events after 2021

Free Research Preview. ChatGPT may produce inaccurate information about people, places, or facts. ChatGFT May 3 Version
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Recent Advancements in (US) Government

-> Alighed to Responsible use of Al/ML

-> EXxecutive Order on Further Advancing Racial Equity and Support for Underserved Communities
Through The Federal Government

> Joint Statement on Enforcement Efforts Against Discrimination and Bias in Automated Systems —
CFPB, DOJ, EEOE, FTC

-> Blueprint for an Al Bill of Rights — Safe and Effective Systems, Algorithmic Discrimination Projections,
Data Privacy, Notice and Explanation, Human Alternatives, Consideration and Fallback

> NIST Al Risk Management Framework

> Strengthening and Democratizing the U.S. Artificial Intelligence Innovation Ecosystem —
National Artificial Intelligence Research Resource Task Force

-> Advancing Responsible Artificial Intelligence Innovation, which Introduces:
> New investments to power responsible American Al research and development (R&D)
-> Public assessments of existing generative Al systems

> Policies to ensure the U.S. government is leading by example on mitigating Al risks and harnessing Al
opportunities
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Sampling of an Organization’s Responsibilities

> Organizational Readiness
> History
>  Current state
> Maintenance of the current state

-> Data generation, processing, storage, retrieval
> Understand the flow

> Scope Reduction
> Use an enclave to segment and protect data
> Descope where possible — organization, people, domains, access

> People Considerations
>  Employees
>  Contractors
> Vendors

> Software/Cloud Considerations
> Vary based on COTS versus Custom versus Cloud
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Continuous Monitoring

%\é\{ethave all these sources of data we are responsible for — Events and
ates

-> Data derived from the third-party solutions

> We need to be able to tell current state and review historically
-> To support the sample processes

> We need to be able to react to the high priority items
-> Push versus Pull

> We need to demonstrate we are doing this
> It's part of the process

@CloudHesive
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The application of Al/ML in the process

~>How do we address compliance to these “new” tools?

> Let’'s explore two common use cases where Al/ML services may be used with or
used to create FCI or CUI

> Virtual Desktop Enclaves — typical of Organizations in the DIB
-> Data Enclaves — typical of Higher Education and Research Institutions

->How can we use these "new” tools to help us address compliance?

-> Correlation and “Peopleless” triage of events

-> Automation of tasks and workflows where consistency, effort and
responsiveness outweigh manual effort

-> You may already be using it and not know it— many AWS services have
automated reasoning built in
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Machine Learning

> Amg_zct)_n Augmented Al - Easily implement human review of machine learning > Amazon Lex - Build Voice and Text Chatbots
predictions
_ _ o _ > Amazon Lookout for Equipment - Detect abnormal equipment behavior by
> Amazon CodeGuru - Intelligent recommendations for building and running analyzing sensor data
modern applications _ o _
> Amazon Lookout for Metrics - Accurately detect anomalies in your business

> Amazon Comprehend - Analyze Unstructured Text metrics and quickly understand why
> Amazon Comprehend Medical - Amazon Comprehend Medical uses machine > Amazon Lookout for Vision - Identify defects using computer vision to automate
learning to extract insights and relationships from medical text. quality inspection.

>  AWS DeepComposer - AWS DeepComposer allows developers of all skill levels Amazon Monitron - End-to-end system for equipment monitoring
to get started with Generative Al. _ _ S
_ _ Amazon Omics - Transform omics data into insights.
> AWS Deeplens - Deep Learning Enabled Video Camera o o
_ _ AWS Panorama - Enabling computer vision applications at the edge
> AWS DeepRacer - Fully autonomous 1/18th scale race car, driven by machine

learning

2N 2N R 2

Amazon Personalize - Amazon Personalize helps you easily add real-time

_ _ _ recommendations to your apps

> Amazon DevOps Guru - ML-powered cloud operations service to improve _ o
application availability. Amazon Polly - Turn Text into Lifelike Speech

> Amazon Forecast - Amazon Forecast is a fully-managed service for accurate

; . : Amazon Rekognition - Search and Analyze Images
time-series forecasting

_ _ _ _ Amazon SageMaker - Build, Train, and Deploy Machine Learning Models
> Amazon Fraud Detector - Detect more online fraud faster using machine learning

_ Amazon Textract - Easily extract text and data from virtually any document
> Amazon HealthLake - Making sense of health data

Amazon Transcribe - Powerful Speech Recognition

N 2N 2 N R

> Amazon Kendra - Highly accurate enterprise search service powered by

machine learning Amazon Translate - Powerful Neural Machine Translation
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Security, Identity, & Compliance

> AWS Audit Manager - Continuously assess controls for risk and compliance
-> Detective - Investigate and analyze potential security issues

-> GuardDuty - Intelligent Threat Detection to Protect Your AWS Accounts and
Workloads

-> |AM - Manage access to AWS resources
> Amazon Macie - Amazon Macie classifies and secures your business-critical content.
-> Security Hub - AWS Security Hub is AWS's security and compliance center

-> Security Lake - Automatically centralize all your security data with a few clicks

> Amazon Verified Permissions - Manage, analyze and enforce permissions across
your applications




Conclusion

> Work with your organization to develop policy, and evangelize the
acceptable use of AI/ML in achieving your mission objectives

-> There are no lack of resources to aid in in this effort, and while this is not
conclusive, these might be some areas you might want to prioritize:

-> Acceptable Accuracy Rates

-> Supervision Requirements

-> Risks Introduced by Inaccuracy

-> Fallback/Failback Positions

-> Data privacy implications, especially for hosted services

-> Get Educated! There are many resources throughout this presentation as
well as groups, such as The Good Al ( ), that address
the Ethical Implications of Al

-> Start Small and lterate!
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